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TO THE SECRETARY OF THE AIR FORCE 
AND THE CHIEF OF STAFF 

This report summarizes the results of our followup r 
of management action taken in response to Recommenda 
1/ 2, 3, 6, and 7 contained in our prior report, Pr 
5215213, Space Command's Commercial Satellite Commu 
tions Program, 25 November 1985. The program's pr 
purpose was to achieve diversity of both circuit ro 
and communications media between the North American 
space Defense Command Cheyenne Mountain Air Force St 
and various missile warning and relay sites. The fol 
review was conducted at the Deputy Chief of Staff for 
and Operations (HQ USAF/XO), the Defense Commercial 
munications Office, and the headquarters of Air Force 
Command (AFSPACECOM) and Air Force Communications Comma 
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FOLLOWUP 'AUDIT— AIR FORCE SPACE COMMAND'S v 
COMMERCIAL SATELLITE COMMUNICATIONS PROGRAM 

INTRODUCTION 

1. Followup Responsibilities. Tracking the status of 
corrective actions on audit recommendations is ^ the 
responsibility of Air Force managers, as prescribed in Air 
Force Regulation (AFR) 175-2, Followup on Reports of Audit, 
23 July 1986. In-depth audit followup is accomplished by the 
Air Force Audit Agency for selected recommendations in 
reports of audit to determine whether management has taken 
the actions agreed to and whether the deficiencies cited in 
the report were, in fact, corrected.. This report documents 
our followup audit of management actions taken in response to 
five of the seven recommendations contained in Report of 
Audit, Space Command's Commercial Satellite Communications 
Program (Project 5215213), 25 November 1985. 

2. Description and Responsibilities . The Air Force Space 
Command (AFSPACECOM) Commercial Satellite Communications 
Program's primary purpose was to achieve diversity of both 
circuit routing and communications media between the North 
American Aerospace Defense Command Cheyenne Mountain Air 
Force Station (AFS) and various missile warning and relay 
sites. This was accomplished by transferring existing 
secondary missile warning landline data circuits to satellite 
channels. Implementation was to be accomplished in three 
phases: Phase 1 in fiscal year (FY) 1983; Phase 2 in FY 
1984; and Phase 3 was scheduled for implementation in FY 
1986, but was subsequently cancelled due to a lack of 
validated requirements. Policy guidance and regulatory 
requirements for leasing communications capabilities are 
contained in AFR 700-3, Information Systems Requirements 
Processing, 30 November 1984, and AFR 70.0-5, Information 
Systems Requirements Board, 9 November 1984. 

3. Prior Audit Findings . Our previous review disclosed that 
essential steps in the program development process were not 
performed, and internal control procedures were not 
effectively established or implemented to ensure the 
effective and economical use of leased satellite 
communications capabilities. 

a. r^„__am Management . Cornels were not effective for 
(1) identifying and validating all AFSPACECOM Commercial 
Satellite Communications Program channel requirements, (2) 
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planning for the operational use of all channels and the 
timely transfer of landline circuits to satellite channels, 
and (3) documenting the need and justification for satellite 
channels. As a result, unnecessary Phase 2 lease costs of 
about $2.6 million were incurred in FY 1984. 

b. Evolving Missile Warning Requirements . AFSPACECOM 
had not evaluated the potential impact of technical changes 
(e.g., the fusion of strategic and tactical ballistic 
missile, air defense, space defense, and intelligence data 
into one Integrated Tactical Warning/Attack Assessment system 
exclusively using survivable communications} on the 
accomplishment of critical missions which use existing 
satellite communications channels. 

c. PACER TOSS 1 Channels . Twenty-eight of the 48 
satellite channels connecting Cheyenne Mountain AFS with 
Thule Air Base (AB) and Sondrestrom AB were not used. 
Channel requirements had not been revalidated and attempts 
had not been made to identify activities with a potential use 
for the 28 unused channels. As a result, the Air Force 
incurred annual lease costs of $1.3 million for the 28 
channels that may have utility to other governmental 
activities . 

PURPOSE AND SCOPE 

4. Purpose of Followup Audit . The purpose of this review 
was to determine whether management actions agreed to in 
Recommendations 1, 2, 3, 6, and 7 in our prior report of 
audit had been implemented and had satisfactorily corrected 
the cited deficiencies. Recommendation 1 was addressed to 
the Deputy Chief of Staff for Plans and Operations 
(HQ USAF/XO) and dealt with justifying, validating, and 
documenting requirements for Phase 2 satellite channels in 
accordance with AFR 700-3 and AFR 700-5. Recommendations 2, 
3, 6, and 7 were addressed to AFSPACECOM and dealt with: 

a. Placing validated requirements in operational use on 
Phase 2 satellite channels (Recommendation 2). 



1 "PACER" was a name associated with other communications 
projects, and "TOSS" stood for Thule, Offutt, Sondrestrom 
Satellite system. 
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b. Establishing effective internal controls to promote 
program continuity and efficient resource management 
(Recommendation 3). 

c. Evaluating requirements for satellite channels in 
relation to specifications of the Integrated Tactical 
Warning/Attack Assessment architecture {Recommendation 6). 

d. Revalidating Thule AB and Sondrestrom AB satellite 
channel requirements annually, and identifying unused 
channels to other potential Government users (Recommendation 
7). 

5. Scope of Followup Audit. Our followup review was 
conducted during May and June 1987 at HQ AFSPACECOM, Peterson 
AFB; HQ Air Force Communications Command (AFCC) and the 
Defense Commercial Communications Office (DECCO), Scott AFB* 
and HQ USAF/XO. 

a. The review involved: (1) evaluation of Phase 2 
program documentation (e.g a , requests for services, 
telecommunications service requests, communications services 
requirements documents, in-effect reports, meeting minutes, 
and Memoranda for the Record); (2) review of internal control 
procedures and annual reports; and (3) verification of status 
reports and cancellation actions. 

b. We examinee documentation related to all 69 Phase 2 
and all 48 Thule AB and Sondrestrom AB sate] lite channels and 
evaluated management decisions made during the period 
December 1984 to ,'<:«/ 1987. Annual lease c sts incurred for 
the 69 'Phase 2 channels totalled $1.8 mill on; annual lease 
costs for the 48 Trule A3 and Sondrestrom AB channels also 
totalled $1.8 mil: .on. Our evaluation •» as performed in 
accordance with generally accepted Gov -rnment auditing 
standards and, accordingly, included such • -sts of internal 
controls as we considered necessary under te circumstances. 
A draft of this report was issued to management in June 1987. 

OVERALL EVALUATION 

6. HQ USAF/XO anc AFSPACECOM had taken po itive actions to 
implement the management actions agreed to i- response to cur 
recommendations. Management actions satisfactorily corrected 
the cited deficiencies. Specifically, we determined that: 



PARTIAL TRANSCRIPTION - ORIGINAL FOLLOWS 



d. AFSPACECOM had established a policy that all 
information systems requirements pertaining' to the 
Integrated Tactical Warning/Attack Assessment system must be 
coordinated through, and endorsed by, the AFSPACECOM Systems 
Integration Office (responsible for the Integrated Tactical 
Warning/Attack Assessment architecture) . Our review of the 
requirements validation and approval process showed that all 
satellite channel requirements documents had been endorsed 
by the Systems Integration Office. 

e. AFSPACECOM had submitted Thule AB and Sondrestrom 
AB satellite channel requirements to the AFSPACECOM 
Information Systems Staff officer for revalidation on an 
annual basis. In addition, AFSPACECOM, in coordination with 
AFCC and [illeg], had attempted to identify other Government 
activities with a potential need for the 28 unused channels. 
As of 29 May 1987, 2 of 28 channels had been placed into 
use, and the remainder were being evaluated for use in 
conjunction with various warning system upgrade programs 
(e.g., North Warning System). We were informed that 
cancellation actions 
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a. HQ USAF/XO established close coordination with 
AFSPACECOM to ensure Phase 2 satellite channel requirements 
were justified, validated, and documented in accordance with 
APR 700-3 and AFR 700-5. As a result, cancellation actions 
were initiated for 33 of the 69 Phase 2 satellite channels. 
This action will reduce total annual lease costs by over 
$543,000. 

b. As of 29 May 1987, AFSPACECOM had placed validated 
requirements in operational use on 19 Phase 2 satellite 
channels, requested another 5 channels be used to fulfill 
validated requirements, validated requirements for the use of 
3 additional channels, and initiated validation reviews on 
requirements for the remaining 9 satellite channels. 

c. AFSPACECOM had established internal control 
procedures that effectively promoted program continuity and 
efficient resource management. Specific program management 
responsibilities were assigned, and standard procedures 
identifying program review, justification, validation, 
approval, and documentation requirements w-re established. 
Our review of program documentation and annual internal 
control review reports indicated that all recent commercial 
satellite communications program actions we: •: in compliance 
with the established internal control procedures. 

d. AFSPACECOM had established 
information systems requirements pertaining t 
Tactical warn : r -,/ At tack Assessment systt 
through, mc etc-.r^a by, the AFSPAC^c: 
Office -.re.:: ^si le for t: <■ 
Wa r n i n g/ A : tack A . s < - s me n t a r c h i t e - 1 u • e • 
requireme.-- 1 s v-t . . da ion and ap ; .ro \\ :■■ 
satellite thjtr--: r-quirements dec .ir.e..t. 
the Syste-- : r:t --c -a- ion Office. 

e. A. PA . : . v. \ ad submitted "-u:- 
satellite :'r .-. :: : .-quirements to r h - 
Systems y- \i : ; • • . ir for rev--l; -v .-: 
In additi , ■ " -.C TOM, in coc re: : \ 
had at ten ■ ■ • •_ •:: ' ity othe ... .>■ 
potential :•■■•■■ f r the 2*- . it-: 
29 May 19- , •• . J channels tar l --: •■; 
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would be initiated for any unused channels not required for 
the upgrades. 

7. This report contains no additional findings or 
recommendations requiring further corrective action. 
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